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Who We Are:
A team focused on Security Operations, Governance, Risk, Compliance and Resiliency and managing an Information Sharing &
Analysis Center. Our team works with the operational teams of IOT and the agencies to mitigate risks to confidential state data.

Our Mission:
To establish and maintain an effective cybersecurity program that incorporates the appropriate resources, technologies, and
strategy to deter adversaries, both financially and tactically, making the State an unattractive target. Further, to establish
governance and processes that reduce risk to acceptable levels while not burdening agencies or business operations.

Department: 493003

Managers: Hemant Jain, John Lobaugh, Emily Larimer, Tad Stahl, Brent Walls, David Whitt, Heidi Davis, Brian Hartz
Formed: The |OT Security team was formed in October 2005.
What We Do:

10T Security sets information security policy for the Executive Branch of state government and then works with agencies to
protect confidential citizen data by working toward compliance with those policies. I0T Security also operates a number of
enterprise-wide protective tools and processes.

Our Products:
1175  Security — Baseline
1180  Security — Confidential
1212  Information Security Officer as a Service
1215  Compliance Center of Excellence

Our Metrics:
10T Security tracks a number of metrics for its protective tools. This year we will begin tracking agency compliance with the
NIST framework.

Our Customers: All Executive Branch agencies.

Our Budget: $17MM

Our Growth:
All Agencies are using the Basic Security service
44 Agencies are using the Confidential Security service



